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®enepasbHBIN 3aKO0H OT 26.07.2017 N2 187-03

O 6e30macHOCTH KPUTHUUECKOU NH(POpMAITUOHHON
nH@pacTpykrypbl Poccuiickon ®eaepamun

CraTtbsa 1. Cepa gencreus HacTosiwero ®epepanbHOro 3akoHa

Hacrosmuit ®enepasbHBI 3aKOH PETYJIUPYET OTHOIIEHUS B obOyiacTh obecriedeHUs 6€30MacHOCTH
KpUTHYEeCKOH HWHPOpPMAanMOHHON uH@pacTpyKTypbl Poccuiickoii ®enepanun (naysee Takxke -
KpuTHdeckas MHGoOpMaIuoHHas UHPPACTPYKTypa) B IeJAX ee YCTOWYUBOro (QYHKIMOHUPOBAHUA IIPU
[IPOBE/IEHUY B OTHOILIIEHUY ee KOMIIBIOTEPHBIX aTakK.

CrtaTbfl 2. OCHOBHbIE NOHATUA, UCNOSNb3yeMble B HacTosiLeM PegepanbHOM 3aKoHe
s nesedt HacTosero ®enepasbHOTO 3aKOHA UCIIOJIB3YIOTCS CIIEAYIONINE OCHOBHbBIE TTOHATHSA :

1) aBTOMATU3HUPOBAHHAS CHUCTEMA YIIPABJIEHUS - KOMIUIEKC IIPOIPAMMHBIX U IIPOrPAMMHO-AIIaPATHIX
CPEJICTB, TpeJHA3HAYEHHBIX /JIsI KOHTPOJISI 3a TEXHOJOTHMYeCKUM U (WJIH) IPOU3BOJCTBEHHBIM
obopyroBaHUEeM (MCIIOJTHUTEILHBIMU YCTPOHCTBAMHU) U IPOU3BOIMMBIMH UMM IIPOIECCAMHU, & TAKXKe JIJIs
VIIpaBJIeHUs TAKUMU 000pyIOBAHUEM U IIPOLIECCaMU;

2) 0e30MmacHOCTh KPUTHUYECKOH HHGPOPMAIMOHHON HWH(MPACTPYKTYPhl - COCTOSHHE 3alHUIIEeHHOCTH
KPUTHYECKOU MHOOPMAITMOHHOU HHOPACTPYKTYPHI, obecrieuynBaroIee ee YCTOHYHBOE
(yHKIIMOHUPOBaHYE IPU TPOBEICHUH B OTHOIIIEHUH €€ KOMIIBIOTEPHBIX aTaK;

3) 3HAYUMBIA OOBEKT KPUTHYECKOU HHGPOPMAIMOHHON HHQPPACTPYKTYphl - OOBEKT KPUTHUECKOU
nHdOpMaITMOHHON NHMPACTPYKTYPBI, KOTOPOMY IIPHUCBOEHA O[HA U3 KaTeropuil 3HAUMMOCTH U KOTOPBIU
BKJIIOUEH B PEECTP 3HAYMMbBIX 00HEKTOB KPUTHUECKOU HH(POPMAITMOHHON HH(PPACTPYKTYPHI;

4) KOMIIbIOTEpPHAs aTaka - IieJIEHAIpABJIEHHOE BO3JEHCTBHE IPOTPAMMHBIX U (WJIM) IPOTPAMMHO-
afmapaTHBIX CPEACTB HAa OODBEKTHl KPUTUYECKOW HWHGOPMAIMOHHON WHODPACTPYKTYPHI, CETH
BJIEKTPOCBS3H, UCIOJIb3yeMBbIE JIJIsI OPTAaHU3AIUK B3aUMOIEHCTBUS TAKUX O0OBEKTOB, B IIEJISAX HAPYIIIEHUS
u (wiu) unpekpamieHuss uX QGYHKIUOHUPOBAaHUA W (WIM) CO37JaHUsA Yrpo3bl 0E30MacHOCTU
00pabaTbiBaeMO¥ TAKUMH 00beKTaMU HH(GOPMAIUY;

5) KOMITBIOTEPHBIN UHITUIEHT - (paKT HapylleHus U (Mau) mpekpaleHus GyHKIIMOHUPOBAHUSA 00BEKTA
KpUTHYEeCKOH WHPOPMANMOHHON HWHQPACTPYKTYPBbI, CETH BJIEKTPOCBA3U, HCIOJIb3YyeMOU i
OpraHU3aINU B3aUMOJIEUCTBUS TAKUX O0BEKTOB, M (WiIK) HapylleHus G6e3omacHOCTH 0O6pabaThiBaeMOi
TaKUM 00BEKTOM HHGOPMALIH, B TOM YHCJIE IIPOU3OIIEANINNA B Pe3yJIbTaTe KOMIIBIOTEPHOH aTaKu;

6) kpuTHueckas WHGOPMAIMOHHAA WHQPPACTPYKTypa - OOBEKTHl KPUTHYECKOW WH(OPMAIMOHHOU
UHOPACTPYKTYpPbI, a TaK:Ke CETHU 3JIEKTPOCBI3H, HCIOJb3yeMble JJIs OPTaHU3alU B3aUMOJENCTBUSA
TaKUX 00BHEKTOB;

7) OOBEKThl KPUTHYECKOH WHGOPMAIMOHHON WHOPACTPYKTYPhl - WHQPOPMAIMOHHBIE CUCTEMBI,
UHOOPMAITUOHHO-TEJIEKOMMYHUKAIIMOHHBIE  CETH, AaBTOMAaTU3UPOBAaHHBIE CHCTEMbBI  yIIPaBJIEHUS
CyO'bEeKTOB KpUTHUECKOH HHPOPMAIIMOHHON HHMPACTPYKTYPHI;

8) cyObeKkThl KpUTHUYECKOH WH(OPMANVOHHOW WHQPACTPYKTYPHl - TOCYIapCTBEHHBIE OPTraHBI,
TOCYIapCTBEHHBIE YUPEXKAEHUs, POCCUMCKME OpuUaudecKkne Juna u (Win) WHAUBUAYAIbHBIE
MpeApPUHUMATEH, KOTOPHIM Ha IpaBe COOCTBEHHOCTH, apeH/bl WIM Ha WHOM 3aKOHHOM OCHOBAaHUHU
npuHajjekar UHQOPMalLWOHHBIE CHUCTEMBI, HHMOPMAIMOHHO-TEJIEKOMMYHUKAIIUOHHbIE  CETH,
aBTOMAaTU3UPOBAaHHbBIE CUCTEMBI yIpaBjeHUs, GyHKIUOHUpYIOIMe B cdepe 3ApaBOOXpaHeHUdA, HAyKH,
TPaHCIOPTa, CBA3U, YHEPTETUKH, OAHKOBCKOHN cepe U MHBIX cdepax GUHAHCOBOTO PHIHKA, TOIJIUBHO-
SHEPreTUYeCKOT0 KOMIUIEKCA, B O00JIACTH AaTOMHOH SHepruu, OOOPOHHOH, PaKeTHO-KOCMHYECKOU,
TrOPHOZIOOBIBAOIEN, METAJUIYPIHYECKOU M XUMHUYECKOU IPOMBIIIJIEHHOCTH, POCCUICKHE IOPUINYECKIE
guna u (WIM) WHAWBUAyaJbHbIE TPEAIPUHUMATETH, KOTOpble 00eCrIeYnBalOT B3aUMOZEHCTBHE
VKa3aHHBIX CUCTEM WJIU CETeM.



Cratba 3. [lpaBoBOe perynupoBaHue OTHOLLEHU B ob6nacTty obecneyeHnss 6e30nacHOCTU
KpUTUYECKOMN NH(POPMaLIMOHHON MHAPPACTPYKTYpP bl

1. OrHomieHusas B obsactu obecreyeHnss 0e30MACHOCTH  KPUTHYECKOW  HHGOPMAIHOHHOU
UHOPACTPYKTYPHl PperyjJupyloTca B cooTBeTcTBUM ¢ KoHcrurynuedl Poccuiickodl ®Penepanmu,
OOIIenpU3HAHHBIMYI TPHUHITAIIAMA H HOPMaMH MEXKIyHAapOJHOTO IpaBa, HacTosamuMm PenepasbHbIM
3aKOHOM, APYTHUMH CbeﬂepaHbHHMI/I 3aKOHaAMMU W IPpUHHUMAa€MBbIMH B COOTBETCTBHH C HHMHU HHBIMHU
HOPMAaTHBHBIMH IIPDABOBBIMU aKTaMH.

2. OcobeHHOCTH IpUMeHeHH:A HacrosAmmero OeziepasbHOTO 3aKOHA K CETAM CBA3H OOIIEro I0JIb30BaHUA
onpeaenarTcs PenepasbHBIM 3aKOHOM OT 7 MI0JIA 2003 rona N2 126-®3 "O cBg43u" 1 IPpUHUMAEMBIMH B

COOTBETCTBUY C HUIM HOPMAaTUBHBIMU IIPABOBBIMU akTaMu Poccuiickoit @enepanyu.

Cratbsa 4. MMpnHUMNbI obecnevyeHns 6e30NaCHOCTU KPUTUHECKON NMH(POPMALIMOHHON
MH(PaCTPYKTYpbI

[Mpuanunamu obecrieueHUss 0€30MaCHOCTH KPUTHYECKOW WHGOPMAIIMOHHOW HHQMPACTPYKTYPBI
SABJIAIOTCA:

1) 3aKOHHOCTb;

2) HENpPEepHIBHOCTh U KOMIUIEKCHOCTb ObecredyeHusi 0e30MacHOCTH KPUTHYECKOU WHOOPMAIMOHHOU
UHGPACTPYKTYPHI, JOCTUTAEMBIE B TOM YHCJIE 334 CUET B3aUMOZEHCTBHUSA YIIOJTHOMOUYEHHBIX (eZlepaTbHbIX
OpPraHOB HCIIOJIHUTEILHOHN BJIACTH U CYyOBEKTOB KPUTHUYECKOH NHGOPMAIIMOHHON HH(PPACTPYKTYPHI;

3) INPpUOPUTET MIPEAOTBPAINCHUA KOMIIBIOTEPHBIX aTaK.

Cratbs 5. locyaapcTBeHHas cuctema o6HapyXeHUs, npeaynpexaeHnusl 1 TMKBUAALUK
nocrneacTBUN KOMMNbIOTEPHBLIX aTak Ha MHopMaUnoHHbIe pecypcbkl Poccuiickon ®egepauum

1. TlocymapcTBeHHass cucreMa OOHaApy)KeHUs, WPeAYNPEXIAEHUS W JIMKBUAAIIUU IIOCJIEICTBUN
KOMITPIOTEPHBIX aTaK Ha WH(MOPMAIIMOHHBIE pecypchl Poccuiickodl ®enepariuu mpeicTaBiIseT COOOU
€IUHBI TEPPUTOPHUAJBLHO  pacIpelesIeHHBId KOMIUIEKC, BKJIIOYAIONIAA CHWJIBI W  CPEJCTBA,
mpeAHAa3HAYEHHbIE I OOHAPY:KEeHUs, IPeAyIPEeXAeHUA U JUKBUAAIUH TOCIEICTBUM KOMIIBIOTEPHBIX
aTak W pearupoBaHUs HAa KOMIIBIOTEDHBbIE WHIUAEHTh. B 1eIAX HACTOALIEH CTaTbu IMOJ
nHpopMaIMOHHBIMU pecypcamut Poccuiickoit @esepaiiuu MOHUMAOTCS WHGOPMAIIMOHHbBIE CHCTEMBI,
MHGOPMAIOHHO-TEJIEKOMMYHUKAIIMOHHBIE CETH U AaBTOMATH3UPOBAHHBIE CHUCTEMBI YIIPABJIEHUS,
Haxo[sAIIMecss Ha Tepputopuu Poccuiickoii Penepanii, B JUIUIOMATUYECKUX IMPEACTABUTENBCTBAX U
(1) KOHCYJIBCKUX yUupeskieHusx Poccuiickoi ®enepanuu.

2. K cwiam, npenHa3HA4YeHHBIM I OOHApY:KEHUS, TPEAYIPENKIEHUA U JIMKBUAAIUH TOCIIECTBUHI
KOMITBIOTEPHBIX aTaK U PearupOBaHUSA Ha KOMIIBIOTEPHBIE MHITUAEHTHI, OTHOCATC :

1) ToApa3fiesieHUs W JOJIKHOCTHBIe Jnila (GefepaTIbHOr0 OpraHa HCHOJHUTENIBHOH —BJIACTH,
VIOJIHOMOUEHHOTO B obsjactu obecrieueHus: (PYHKIMOHUPOBAHUS TOCYIAPCTBEHHOH CUCTEMBI
oOHApy:KeHUs, TpEeAyNpPEeKAeHUs] U JIUKBUAAIMK TOCJIEACTBUN  KOMIIBIOTEDHBIX aTaK Ha
nHdOopMaInoHHbIe pecypchl Poccutickoit Oenepanuu;

2) opraHuzanus, cozzaBaeMas QelepaJbHBIM OPTaHOM HCIIOJTHUTEIbHOHN BJIACTH, YIIOJHOMOYEHHBIM B
obsactu obecrieueHus GyHKIIMOHUPOBAHUS TOCYJaPCTBEHHOM CUCTEMbI OOHAPYKEHUSI, TPEAYTIPEKTIeHU
U JIMKBUJAIIUM TOCJEACTBUH KOMIIBIOTEDHBIX aTak Ha WHQOpMAaIMOHHBIE pecypchl Poccuiickoit
denepanyy, 11 obecrieyeHNsI KOOPAUHAIINY JEATEIbHOCTH CYOBEKTOB KPUTHIECKOH MHPOPMAITMOHHOH
MHGPACTPYKTYpPhl IO BOIpocaM OOHapyKeHUs, TpeAyIpeKAeHUs U JIUKBUJAIUM TOCJIECTBUH
KOMITBIOTEDHBIX aTaK ¥ pearupoBaHUs Ha KOMIIBIOTEPHBbIE WHIIUAEHTHl (lajsiee - HAIMOHAJbHBIN
KOODPJUHAIIMOHHBIN [IEHTP IO KOMITBIOTEPHBIM UHIIN/IEHTAM);

3) moApas/iesIeHus U JOJKHOCTHBIE JIUIA CYOBEKTOB KPUTHUECKOU NHGOPMAIMOHHON NHGPACTPYKTYPHI,
KOTOpble IPUHHUMAIOT Yy4YacTHe B OOHApYKEHHH, IPeAyNpeXJeHUH U JUKBUAAIUHM IOCTIEACTBUI
KOMITBIOTEPHBIX aTaK U B pearipOBaHNU Ha KOMIIBIOTEPHBIE UHITU/IEHTHI.

3. CpezcTBaMu, NIpeHA3HAYEHHBIMU /1151 00HAPYKEeHUsI, IPEAYIPEKIeHUs U JINKBUJAIINN TTOCIEACTBUH
KOMITBPIOTEPDHBIX aTaK M pearupoBaHUs Ha KOMIBIOTEPHBIE WHIMAEHTHI, SBJIAIOTCS TEXHHUYECKHE,
MpOrpaMMHbIe, IPOrPaMMHO-aIapaTHbIEe U UHBIE CPEZCTBA 11 OOHAPYKeHUA (B TOM YHCJIE )1 MTOUCKA
MPU3HAKOB KOMITBIOTEPHBIX aTaK B CETAX DJIEKTPOCBA3U, WCIOJIb3YEMBIX JJII OpraHH3aIllUuu
B3aUMOZIEHCTBUSI OOBEKTOB KPUTHUYECKOH HMHMOPMAIMOHHON HHGPACTPYKTYPhl), HIpPEAyIpe:KIeHus],
JIMKBUJIAIIUKA TIOCJIEJICTBUH KOMIIBIOTEPHBIX aTak u (win) obMmeHa wuHoOpMamnueld, HeoOXOTuMOU
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cyOBeKTaM KPUTHYECKOH MHGOPMAIMOHHON MHGPACTPYKTYPHI IPU OOHAPYKEHUH, IPEAYIIPEKIEHUN U
(wm) TUKBUAMY TTOCIIEACTBUN KOMITBIOTEPHBIX aTaK, a TAKXKE KPUNTOrpaduuecKue CpeICTBA 3aIUTHI
TaKoH WHGOPMAIIUH.

4. HanyoHaIBHBIA KOOPAMHAIMOHHBIA IIEHTP IO KOMITBIOTEDHBIM HHIIMJIEHTAM OCYIIECTBJISET CBOIO
ZeSATEBHOCTD B COOTBETCTBUH C MIOJIOJKEHHUEM, YTBEPXK/IaeMbIM (he/iepaTbHbIM OPraHOM HCIIOJTHUTEIbHOM
BJIACTH, YIIOJTHOMOYEHHBIM B oOsiacTu obecrneueHus (QYHKIHMOHUPOBAHUA TOCY/IADCTBEHHON CHCTEMBI
OoOHApY:KeHUs, NPEAYNPEXASHUs U JIMKBUJAIMKM IIOCJIEACTBUN  KOMIIBIOTEDHBIX  aTak Ha
nHdopMaIuoHHbIEe pecypchl Poccutickoit esrepamuu.

5. B rocymapctBeHHON cHcTeMe OOHApy:KeHUs, IPEAYNPEXKAEHUS W JIMKBUJALUU IIOCIIEJCTBUMI
KOMITBIOTEPHBIX aTak Ha WHGOPMAIMOHHbIE pecypchl Poccuiickoit enepariuu OCyIECTBIISIOTCS cOOp,
HaKOIUIEHUE, CUCTeMATU3aIus U aHIN3 WHGOPMAIUK, KOTOpas MOCTYNaeT B JAHHYIO CHCTEMY udepe3
CpeJICTBa, IIpefHA3HAUEHHble /I OOHApy>KeHW:d, MpeAylpekJeHUs U JIUKBUJAIIUU II0CIEeACTBUM
KOMITBIOTEDHBIX ~ aTakK, WHGOpMANuU, KOTOpas MPEeACTAaBIAeTcA CyOBeKTaMH  KPUTHUYECKOH
nHOpMarMOHHON HHQPACTPYKTYphl U  (QefepabHBIM OPraHOM  HUCIOJHUTEJIBHOH  BJIACTH,
VIOJTHOMOYEHHBIM B oOylactm  obecriedyeHHs1 0€30IaCHOCTH  KPHUTUYECKOW HHGPOPMAIMOHHON
uadpacTpykTypbl Poccutickoii ®enepaniuy, B COOTBETCTBUU C IepeyHeM HHGOpPManuu U B HOPAJKE,
ompeJieIIeMbIMU  (pelepaIbHBIM OPraHOM HCIOJIHUTENBHON BJIACTH, YIOJHOMOYEHHBIM B 00JIacTH
obecnieueHnsn (GYHKIIMOHUPOBAHUSA TOCYJAPCTBEHHON CHCTEMBI OOHAPYKEHUs, INPeNyIpeXAeHUs U
JIMKBUIAIIUN TIOCJIEACTBUI KOMIBIOTEDHBIX aTak Ha WHQPOPMAIMOHHBIE pecypchl Poccuiickoi
denepanyu, a Takke HHOOPMAIMM, KOTOpas MOXKET IPEACTABIATHCS WHBIMH He SBJIAIOIIMMUCS
CyObeKTaMU KPUTHYECKOH WHGOPMAIIMOHHON HHQPACTPYKTYPhl OpPraHAMU W OpPraHU3AIUSIMH, B TOM
YHCJIe THOCTPAHHBIMU U MEXKIyHAPOAHBIMU.

6. ®denepanbHBIA OpPraH WCIOJHUTEIBHOW BJIACTHU, YIOJHOMOYEHHBIM B o00JacTu obecreyeHus
(DYHKITMOHUPOBAHUS TOCY/IAPCTBEHHON CHCTEMBbl OOHAPYKEHUs, IPeAyNpekIeHUs U JIMKBUAAINU
MIOCJIE/ICTBUI KOMIIBIOTEPHBIX aTak Ha nHGOPMAaNUOHHbIE pecypcbl Poccuiickoii Pesiepanuiu, OpraHusyer
B YCTAHOBJIEHHOM UM MOpsi/ike 0O0MeH HH(OpMaIuel 0 KOMIIBIOTEPHBIX HHIIUAEHTAX MEXKAY CyObeKTaMu
KPUTHYECKOH WHQPOPMAITMOHHON WHQMPACTPYKTYPhI, a TakKe MeXAYy CyObeKTaMU KpPUTUUECKOH
rHpOpPMAIUOHHON WHGPACTPYKTYPHl U YIIOJHOMOUYEHHBIMU OpraHAMHU WHOCTPAHHBIX TOCY/IapCTB,
MEK/IyHAPOIHBIMHU, MEKAYHAPOAHBIMUA HEIPABUTEIbCTBEHHBIMU OPraHU3AIUAMU U HHOCTPAHHBIMU
OpraHU3aIUsIMH, OCYIIECTBJIAIONUMH JEeATEIbHOCTh B O00JIACTH pPearupoOBaHUSA Ha KOMIIBIOTEPHBIE
VHIUJIEHTHL.

7. IlpenocraBieHue M3 TOCYAAPCTBEHHOM CHUCTEMBI OOHApPY:KEHHs, MPeAYNpPeKIeHUs U JIUKBUIAIUHI
MOC/IEICTBUH KOMITBIOTEPHBIX aTak Ha WHMOpMAIMOHHBIE pecypchl Poccuiickoit Penepanuu CBeEHUH,
COCTaBJIAIOIINX TOCYAapCTBEHHYI0 JHOO HHYI0 OXDaHAEMYyI0 B3aKOHOM TalHy, OCYIIECTBJIAETCA B
COOTBETCTBUU C 3aKOHO/aTeIbcTBOM Poccuiickoit ®enepanyu.

Crtatbs 6. MonHomouus Mpe3vaeHTa Poccuiickon ®egepauum n opraHoB rocyaapcTBeHHOM
Bnactu Poccuickon ®egepaumnm B obnactm o6ecneyeHns 6e3o0nacHOCTU KpUTUUYECKOMN
MH(OPMaLNOHHON UH(PACTPYKTYpPbI

1. [IpesugenT Poccuiickoit ®efepanuu onpenesser:

1) OCHOBHBIE HAIpaBJEHUs TOCYAAPCTBEHHOU TOJUTUKHA B objacTu obecrneueHus 6e30MacCHOCTH
KpPUTHUYECKOH nH(pOpMaIMOHHON NHGPACTPYKTYPHI;

2) denepasbHBI OpraH WCIOJHUTEJIBHOM BJIACTH, VIIOJHOMOYEHHBIH B objacTu obecrieuyeHust
06e30macHOCTH KPUTHUYECKOH HHPOPManMOHHOU nHPpacTpyKTyphl Poccuiickoit ®eneparuu;

3) denepasbHBII OpraH WCIOJHUTEJIHLHON BJIACTH, YIOJHOMOYEHHBIH B o6siacTé obecmedyeHUs
(DYHKIIMOHMPOBAHUSA TOCYJIAPCTBEHHOH CHCTEMBI OOHApPY:KEeHHs, NpPeAyHIpexRAeHUs U JIUKBUAAIUU
MOCJIEICTBUN KOMIIBPIOTEPHBIX aTak Ha MH(MOPMAIIMOHHBIE pecypchl Poccutickoit Penepanyy;

4) TOPAZIOK CO3MaHUS W 33J]aud TOCYIapCTBEHHOW CHCTEMBI OOHAPYKEHHs, NPEeAyIpERIEHUI U
JIUKBUJAIIUM TIOCJEACTBUI KOMIIBIOTEPHBIX aTak Ha WHQOpPMAIMOHHBIE pecypchl Poccuiickon
®Qenepanuu.

2. [IpaBuTenbcTBO Poccutickoit Penepariuu ycraHaBINBAET:

1) TTOKa3aTeJIu KPUTEPHUEB 3HAUMMOCTH OOBEKTOB KPUTHUECKOU MHGOPMAIMOHHON UHGPACTPYKTYPHI U
UX 3HAUYeHUs, a TaKXKe IOPAZOK U CPOKU OCYIIeCTBJIEHU UX KaTerOpUPOBaHU;



2) TIOpS/OK OCYIIECTBJIEHUS TOCYJAPCTBEHHOTO KOHTpOJIsI B oOsjacTu obecrieueHuss 0e30MacHOCTH
3HAYNMBIX O0BEKTOB KPUTHUECKON HHOOPMAIIOHHONW HHPPACTPYKTYPHI;

3) MOpPSZOK TOATOTOBKM U HCIOJIb30BAHUS PECYPCOB €IMHOM CETH 5JIEKTPOCBA3U Poccuiickoi
denepanyn 1A obecneueHUs — QYHKIIMOHUPOBAHUA  3HAYMMBIX  OOBEKTOB  KPUTHUUYECKOU
“HOOPMAITMOHHON HH(PPACTPYKTYPHI.

3. ®enepanbHBIA OpraH WCIOJHUTEJIBHOU BJIACTH, YIIOJTHOMOYEHHBIH B oOJyiacTH obecrieueHus
0e30IMacHOCTH KPUTHUECKOH HH(POpMaIMOHHON HHQpacTpyKTyphl Poccuiickoit denepanyu:

1) BHOCUT IIPENJIOKEHUsI O COBEPIIEHCTBOBAHWM HOPMATHBHO-IIPABOBOTO DEryJIMpOBaHUA B 00J1acTH
obecrieueHnss 0e30mACHOCTH KPUTUYECKOH WHQPOPMAIMOHHOM WHPACTPYKTYphl I[Ipe3umeHTy
Poccutickoii ®eneparuu u (niu) B [IpaButenscrBo Poccuiickoit Peneparum;

2) yTBep:KJaeT MOPANOK BeJEeHUs peecTpa 3HAYUMBIX OOBEKTOB KPUTHUYECKOU HH(POPMAIMOHHON
MHQPACTPYKTYPHI U Be/IET TAHHBIN peecTp;

3) yrBepxkzaaer GopMy HamIpaBJjeHUs CBEJEHUU O Pe3yJIbTaTaxX IPHUCBOEHUSA OOBEKTY KPUTHUECKOU
MHOOPMAITMOHHOW WHQPACTPYKTYPhl OJHOM M3 KaTErOpUd B3HAYUMOCTH JHUO0 00 OTCYTCTBUH
HeOOXOMMOCTH IIPUCBOEHUS €My OTHOM U3 TAKUX KATETOPHIL;

4) ycraHaBiuBaerT TpeOOBaHUA IO 00eCIeYeHUI0 Oe30IMacCHOCTH 3HAYHUMBIX OOBEKTOB KPHUTHUYECKOU
MHGOPMAIMOHHON UHOPACTPYKTYypsl (TpeboBaHUs MO obecreyeHUI0 6€30MacHOCTH MHGOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETel, KOTOPHIM IPHUCBOEHA OJ{HA W3 KATErOpUU 3HAYMMOCTH M KOTOPBIE
BKJIIOUEHBI B pEECTP BHAUYUMBIX OOBEKTOB KPUTHYECKOH WHQPOPMAIMOHHON WHOPACTPYKTYPHI,
VCTAaHABJIMBAIOTCA IO COIJIACOBAHUIO C (efepaJbHBIM OpPraHOM  HCIOJHHUTEJIBHOU  BJIACTH,
OCYIIECTBIIAIOIINM (QYHKIIUU 110 BHIPAOOTKE U PEATHU3AINH TOCYyJaPCTBEHHOM MOJIUTHKYA U HOPMATHUBHO-
IIPABOBOMY PETYJIMPOBAHUIO B 00JIACTH CBSI3U), a TAKXKe TPeOOBAHUS K CO3JJaHUIO CHCTEM 0€30IacHOCTH
Takux OOBEKTOB M ObeclieueHHWI0 MX (YHKIMOHUPOBaHUA (B OGAHKOBCKOH cdepe M B HHBIX cdepax
(uHAHCOBOTO PHIHKA yCTAHABIMBAET YKa3aHHbIE TPEOOBAHUS IO COTJIACOBAHUIO ¢ I[eHTpasIbHBIM OAHKOM
Poccutickoit enepanun);

5) OCYIIECTBJISIET TOCYJAapCTBEHHBIH KOHTPOJb B obJacTtu obecrieueHus Oe30MaCHOCTH 3HAYMMBIX
00BEKTOB KPUTHYECKOU WHOOPMANMOHHONW WH(GPACTPYKTYPhl, a TaKkKe yTBep:KaaeT (opMy akTa
MIPOBEPKHU, COCTABJISIEMOTO 110 UTOTaM MPOBEAEHU YKAa3aHHOTO KOHTPOJISA.

4. ®enmepasbHBI OpraH WCIHOJHUTENBHOU BJIACTH, YIIOJHOMOUEHHBIH B o06JylacTH obecredeHus
(DYHKIIMOHUPOBAHUS TOCYAAPCTBEHHOU CHCTEMBl OOHApYKEHUs, MPEAYNpEKAEHUS U JIMKBUJAIUN
MOC/IEICTBUH KOMIIBIOTEPHBIX aTaK Ha HMH(GOPMAITUOHHbBIE pecypchl Poccuiickoi Penepanym:

1) BHOCUT IIPEJJIOKEHUS O COBEPIIEHCTBOBAHWKM HOPMATHBHO-IIPABOBOTO PETYJIMPOBAHHSA B 00JIACTH
obecrieueHuss 06e30maCHOCTH KPUTHUYECKOH HWHQPOpMAIMOHHOM WHGPACTPYKTYpsl I[Ipe3umeHTy
Poccutickoii ®emepanyu u (wau) B IIpaButenbeTBo Poccuiickoit ®emepariuu;

2) co3gaeT HaHHOHaJIbHI:IfI KOOpI[HHaHHOHHbIﬁ OEHTP IIO0 KOMIIBIOTEPHBIM HMHIOHUACHTAM W YTBEDXKOAET
IIOJIOZKEHHE O HEM,

3) KOODAWHUDYET IEeATEBHOCTh CYOBEKTOB KPUTHUECKOU WH(OPMAIMOHHOW HHQPPACTPYKTYPHI IO
BOIIpOCAaM OOHApYKEHUs, MPEeAyIpe:KIeHUs W JINKBUJAIWHN IIOCJIEJCTBUN KOMIIBIOTEPHBIX aTaK W
pearupoBaHUs Ha KOMIIBIOTEPHbBIE UHITU/IEHTHI;

4) OpraHusyeT U MPOBOJIUT OLIEHKY 6€30I1aCHOCTH KPUTHYECKOU NHGPOPMAMOHHOH HHPPACTPYKTYPHI;

5) ompejessieT mepedyeHb WHOOpPMAIUY, MPEJICTABISAEMOA B TOCYJAPCTBEHHYIO CHCTEMY OOHapy:KeHUs,
MPEIYTIPEKACHUS U JUKBUAAIUM IIOCIEACTBUN KOMIIBIOTEPHBIX aTak Ha HHGOPMAIMOHHBIE PECYPCHI
Poccuiickoit ®enepanuu, U MOPSI0K €€ IPeACTaBIeHUS;

6) yTBep:KAaeT TMOPAAOK UHGPOPMUPOBaHUA (elepaJbHOTO OpraHa HCIOJHUTENBHONH BJIACTH,
VIIOJITHOMOUEHHOTO B obsact obecrieueHus: (PYHKIIMOHUPOBAHUS TOCYIapCTBEHHOH CHUCTEMBI
oOHapy>KeHWs, TMpeAyUPeXAeHUs ¢ JINKBUJAIWH IIOCJEACTBHH KOMIBIOTEDHBIX aTak Ha
nHbOpMaIOHHbIe pecypchl Poccutickoii ®efepaliui, 0 KOMIBIOTEPHBIX UHITUAEHTAX, pEaTuPOBaHUsA Ha
HUX, IPUHATHASA MeP IO JIMKBUAAIUN IOCIEICTBUH KOMIIBIOTEPHBIX aTaK, IPOBEIEHHBIX B OTHOUIEHHUH
3HAYNMBIX OO'bEKTOB KPUTUIECKOH HH(POPMAIMOHHON HHPPACTPYKTYPHI (B DAHKOBCKOH cdepe U B UHBIX



chepax GUHAHCOBOTO PHIHKA YTBEPKIAET YKAZAHHBIM IMOPAZOK [0 COIJIACOBaHHUIO ¢ IleHTpasbHBIM
6ankoM Poccuiickoi ®eneparun);

7) YTBep:KJaeT HOPAAOK oOMeHa WHMOpMAanued O KOMIIBIOTEPHBIX HHIIUJIEHTAX MEXAY CyOBeKTaMU
KPUTHYECKOU nHOPMaAIMOHHOHN UHQPACTPYKTYPHI, MEXIy cyObeKTamMu KPUTUYECKOHU
MHGOPMAIMOHHON WHQPACTPYKTYPhl ¥ YIOJHOMOYEHHBIMH OpPraHaMH WHOCTPAHHBIX TI'OCY/apCTB,
MEXyHApOJHBIMH, MEXIYHAPOAHBIMU HEIPABUTEIHCTBEHHBIMU OPTAHU3AIUAMU W HWHOCTPAHHBIMH
OpraHU3anUsAME, OCYIIECTB/IAIONUME JeATeJIbHOCTh B 00JIACTH pearupoBaHUs Ha KOMIIBIOTEPHBIE
WHITUJIEHTBI, a TaKXKe IMOPAJIOK IIOJIydeHHs CyObeKTaMH KPUTHUYECKOH HWHOOPMAITMOHHOU
MHGPACTPYKTYPHI HH(POPMAIIIHU O CPEACTBAX U CIIOCOOaX MPOBEIEHN KOMIBIOTEPHBIX aTaK U O METOAAX
UX IIpeAyIpeKIeHns U 0OHAPYKeH N,

8) opraHu3yeT yCTAHOBKY Ha 3HAUNMBIX 00BEKTAX KPUTHUECKOH HH(MOPMAIIMOHHON NHPPACTPYKTYPHI U B
CeTSAX BJIEKTPOCBA3M, HCIOJIb3YyeMBIX JJI OpPraHW3aIi B3aUMOJENCTBUA OOBEKTOB KPUTHUECKOU
MHGOPMAIMOHHON UHQPPACTPYKTYPHI, CPECTB, IPeJHA3HAUYEHHBIX JIJIs O0OHAPYKEHUS, IPEIYIPEKACHUS
U JINKBUIAIIUY OCJIEZICTBUH KOMITBIOTEPHBIX aTaK U pearupoBaHusA Ha KOMIIbIOTEPHbIE HHIIU/IEHTHI;

Q) ycTaHaBIUBaeT TPeOOBAHUA K CPEACTBAM, IPETHA3ZHAUYEHHBIM /11 OOHAPYKEHUsI, IPEeAYIPEKIeHUS U
JIMKBU/IAIINY IIOCTIEACTBUH KOMIIBIOTEPHBIX aTaK U PEarNpOBAHUS HA KOMIBIOTEPHBIE HHIIN/IEHTHI;

10) YTBEPIK/IAeT MOPSIOK, TEXHUYECKHE YCIIOBUS YCTAHOBKY U OKCILTyaTAIlH CPEJICTB, IpeIHA3HAUYEHHBIX
oA OOHApy:KeHUs, TMpeAyIpeXJeHUs W JIMKBUJAIWN IIOCJIE€[CTBUN KOMIIBIOTEPHBIX aTaK U
pearupoBaHus Ha KOMIIBIOTEDHbIE HHIIUJIEHTHI, 3a HCKJIIOUEHUEM CPEJICTB, NpeJHA3HAYEHHBIX MJIA
MMOMCKA TPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX JJIEKTPOCBI3H, HCIOJb3YEMBIX I OPraHU3AI[UU
B3aMMOJIEHCTBUSA 0O'bEKTOB KPUTHUECKOH HH(POPMAOHHON! HHPPACTPYKTYPHI (B 6aHKOBCKOH cdepe U B
WHBIX cdepax (HUHAHCOBOTO PHIHKA YTBEDKJAET yKa3aHHbIE MOPAMOK W TEXHUYECKUE YCJIOBHUA IIO
corstacoBanuio ¢ lleHTpaspHbiM OaHKoM Poccuiickoii ®enepariun).

5. ®enepasbHBI OpPraH WCIOJHUTENBHOH BJIACTH, OCYIIECTBIISIOMNN (QYHKIUU IO BBIPAOOTKE W
peasu3anyu rocy/JapcTBeHHOH MOJIUTUKH U HOPMATHBHO-IIPABOBOMY PETyJIMPOBAaHUIO B 00JIACTH CBS3H,
YTBEPK/IAET MO COTJIACOBAHUIO ¢ (e/iepabHbIM OPTaHOM HCIIOJHUTEIBHOM BJIACTH, YIOJIHOMOYEHHBIM B
obsactu obecrieyeHust GyHKIIMOHUPOBAHUS FOCYAaPCTBEHHOM CUCTEMbI 0OHAPYKEHUS, IPEYIPEKACHUS
U JIMKBUJAIUM TOCJEJCTBUA KOMITBPIOTEDHBIX aTak Ha WHQOpMAaIMOHHBIE pecypchl Poccuiickon
denepalliy, MOPSAIOK, TEXHUUECKHE YCIOBUS YCTAHOBKU U IKCIUIYyaTAIl[UU CPENCTB, IpeJHAa3HAUEHHBIX
JUI TIOUCKA MPU3HAKOB KOMITBIOTEPHBIX aTaK B CETAX DJIEKTPOCBSI3U, UCIOJIb3YEMBIX JJI OPTaHU3aIuU
B3aMMOJIEHCTBUSA 0OBEKTOB KPUTHIECKON HHGOPMAIIMOHHOU HH(PPACTPYKTYPHI.

Cratbs 7. KaTeropupoBaHue 06eKTOB KpUTUHECKON MH(POPMALIMOHHOW MH(PPACTPYKTYpPbI

1. KaTeropupoBanue o0beKTa KPUTHIECKOH HHGPOPMAIMOHHONW WH(GPACTPYKTYPHI MPEJICTABIAET COOOU
YCTaHOBJIEHUE COOTBETCTBHUSI OOBEKTA KPUTHUECKOH WHGPOPMAIMOHHOU HHGPACTPYKTYPHI KPHUTEPUIM
3HAYMMOCTH U ITOKA3aTeJIAM UX 3HAUEHUH, TPUCBOEHUE eMy OTHOU U3 KaTETOPUil 3HAUMMOCTHU, ITPOBEPKY
CBeJIEHUI O pe3y/IbTaTaX ee IPUCBOEHHUS.

2. KaTeI‘OpI/IpOBaHHe OCYIIECTBJIACTCA UCXOOA U3:

1) COITMAJIPHON 3HAYMMOCTH, BBIPAYKAIOIIEHCA B OIEHKE BO3MOXKHOTO yIepba, IPUYHHAEMOTO KU3HU
WJIA 370POBBIO JIIOZEN, BO3BMOXKHOCTH IIPEKpAIeHUs WIN HapylmleHus (QYHKIUOHUPOBAHUS OOBEKTOB
obecrieueHNs KU3HENEATETHbHOCTH HACEJIEHNUs, TPAHCIOPTHON MHGPACTPYKTYPHI, CETel CBA3H, a TAKXKe
MaKCHUMaJIhHOM BPEMEHH OTCYTCTBHSA JAOCTYNla K TOCYAAPCTBEHHOM YCJayre JJid IOJydaTesied TaKoH
youiyry;

2) OJIUTHYECKOM 3HAUYNMOCTH, BHIPAKAIOIIENCs B OIleHKEe BO3MOKHOTO IIPUYNHEHHU yillepba HHTepecam
Poccutickoil @esepaniiy B BOIpocax BHyTpeHHeEHN U BHeIlIHeH IOJIUTUKY;

3) DKOHOMHYECKOH 3HAYKMMOCTH, BBIPAKAIOIIEHCSA B OIEHKE BO3MOXKHOTO HPHUYHMHEHUS MPAMOTO U
KOCBEHHOTO yiepba cy0beKTaM KpUTHUEeCKOU WHGOPMAIMOHHON HHOPACTPYKTYPHI U (1in) Oro/IKeTaM
Poccuiickoit ®enepanuu;

4) PKOJIOTUYECKOU 3HAUNMOCTH, BHIPAKAIOIIENUCS B OI[eHKE YPOBHS BO3JAEHCTBHUS HA OKPYIKAIOIIYIO CPEAY;

5) 3HAYMMOCTU 00'beKTa KPUTHIECKOH NHGPOPMAIMOHHON HHOPACTPYKTYPHI I obecriedeHnst 060pOHBI
CTpaHbl, 6€30MIaCHOCTH TOCYZAPCTBA U IPABOIIOPA/IKA.



3. YcTaHaBJIMBAIOTCA TPU KATErOPHHU B3HAUYMMOCTH OOBEKTOB KPUTHUYECKOW WHOOPMAIMOHHON
nHGPACTPYKTYPHI - TIEPBasi, BTOPasi U TPETH.

4. CyObeKThl KpUTHUYECKONH WHGPOPMAIMOHHON WHQPACTPYKTYPHl B COOTBETCTBUHM C KPHUTEPHUIMU
3HAUMMOCTH U IOKa3aTeJsAMU UX 3HAaueHHH, a TakkKe IOPAJIKOM OCYIIeCTBJIEHUS KaTeropupOBaHUA
[IPHCBAaUBAIOT O/IHY U3 KaTerOpUi 3HAUMMOCTU IIPHUHAJUJIEKANTUM UM Ha IIpaBe cOOCTBEHHOCTH, apeH/IbI
WIN WHOM 3aKOHHOM OCHOBaHHH OOBEKTaAM KPUTHUEeCKOU WHGPOPMANUOHHON WH@pacTpyKTyphl. Eciu
00BEKT KPUTHUUECKON MHGMOPMAIMOHHON MHGPACTPYKTYPHl HE COOTBETCTBYET KPUTEPUAM 3HAUYKUMOCTH,
[IOKa3aTesIsIM 5TUX KPUTEPUEB U UX 3HAUEHUsIM, eMy He IIPUCBANBAETCs HU OZHA U3 TAKUX KaTeropui.

5. CBelleHUs O pe3yJibTaTaxX MPHUCBOEHUS OOBEKTY KPUTHUECKON WHGOPMAIMOHHOU WH(QPACTPYKTYPHI
OJTHOH M3 KaTErOpUi 3HAYMMOCTHU JIUO0 00 OTCYTCTBUY HEOOXOIMMOCTH IIPUCBOEHUS €My OJHOU U3 TAKUX
KaTeropuil CcyOBEKTHl KPUTHUECKOH WHGOPMAIMOHHOW WHQOPACTPYKTYphl B IHCHBMEHHOM BHJE B
JIeCSATUHEBHBIM CPOK CO JHSA MPUHATUA UMU COOTBETCTBYIOIIErO PEIIeHNs HAIPABJISIOT B eZlepabHbIN
OpraH HCIIOJTHUTEIBHOU BJIACTH, YIIOJTHOMOUYEHHBIN B 061acT obecrieueHus 6€30IMacHOCTH KPUTHYECKOH
nadopmaruoHHoN uHPpacTpyKTypsl Poccuiickoit ®eneparium, o yreep:kaeHHON UM popme.

6. QenepasbHBIH OpraH WCIOJHUTEIBHON BJIACTH, YIIOJTHOMOYEHHBIH B obJacTu obecrieueHus
0e30IMacHOCTH KPUTHYECKON WHQPOPMANWMOHHON WHpPACTPYKTYphl Poccuiickoii ®enepanuu, B
TPUALIATU/THEBHBIN CPOK CO JHS TIOJIyYeHUs CBeJEHUM, YKa3aHHBIX B YacTH 5 HACTOAIIEH CTATbU,
mpoBepsieT CoOJIIOZieHNe MOPSAKA OCYIIEeCTBIEHUS KAaTeTOPUPOBAHUS M IPABUJIBHOCTh INPUCBOEHUS
OOBEKTY KPHUTHYECKOH WH(MOPMAIMOHHOW WH(MPACTPYKTYPHI OHON M3 KATErOpwi 3HAYHMMOCTH JIHOO
HENPUCBOEHUS €My HU OJTHOU M3 TAKHUX KaTETOPUH.

7. B ciydae, ecoiu cyObEKTOM KPUTHUYECKOW WH(POPMANHOHHON WHOPACTPYKTYPHI COOIIOZIEH MOPSAIOK
OCYIIIECTBJIEHUsI KATeTOPUPOBAaHUA U NMPUHAJJIEKAIIEMy €My Ha IpaBe COOCTBEHHOCTH, apeH/Ibl WU
MHOM 3aKOHHOM OCHOBAaHUM OOBEKTY KPUTHUUECKOH HH(POPMAIMOHHOW WHQPPACTPYKTYPHl HTPABUIBHO
IIPUCBOEHA OJIHA W3 KaTeropuil 3HAYUMOCTH, (elepayibHbId OpraH WCIOJHUTEJILHON BJIACTH,
VIIOJITHOMOUEHHBIH B obsjacTi obecrieueHusi 06e30IaCHOCTH  KPUTHYECKOM HH(POPMAIMOHHOM
nHpacTpykTypsl Poccuiickoit ®enepanuu, BHOCUT CBEJIEHHSI O TaKOM OOBEKTE KPUTHUYECKOH
MHOOPMAITMOHHOW HWH(PPACTPYKTYPhl B PEECTp 3HAUMMBIX OOBEKTOB KPUTHUYECKOH WHOOPMAITMOHHOU
UHQPACTPYKTYPhl, O YeM B JIECATHUJAHEBHBIH CPOK YBEJOMJISIETCA CYOBEKT KPUTHUYECKOU
nHOOPMAITUOHHON UHPPACTPYKTYPHI.

8. B ciayuae, ecnu demepasbHBIM OPraHOM HCIIOJIHUTEJIHHON BJIACTH, YIIOJIHOMOYEHHBIM B 006J1acTu
obecrieueHusi 0€30MMACHOCTH KPUTHYECKONW WHQOPMAIMOHHON WHQPACTPYKTYpbl  Poccuiickoit
denepanyy, BBIABJIEHBl HApPYIIEHUs IOPAAKA OCYIIECTBIEHUs KAaTETOPHUPOBAHUA U (WIM) OOBEKTY
KpUTHYeCcKoi HWHGOPMAIMOHHONH WH(QPACTPYKTYPhI, HPUHAJJIEKAIEMY Ha IIpaBe COOCTBEHHOCTH,
apeH/pl WIX WHOM 3aKOHHOM OCHOBAHUHU CYOBEKTY KPUTHUYECKOH MHGOPMAIMOHHON MH(PACTPYKTYPHI,
HENPaBWILHO MPHUCBOEHA OF[HA M3 KATErOPWH 3HAYMMOCTH U (M) HeOOOCHOBAHHO HE IPHUCBOEHA HU
O/lHA W3 TaKUX KaTeropudl u (Win) CyOBEKTOM KPUTHYECKOW WHGOPMAIMOHHONH HH(MPPACTPYKTYphI
IIpe/ICTaBJIEHBI HETIOJIHBIE U (MJIH) HeZJOCTOBEPHBIE CBEIEHUS O PE3YJIbTATaX IPUCBOEHUA TAKOMY OOBEKTY
KPUTHUYECKON WHGOPMAIIMOHHOW WHQPACTPYKTYyphl OJHOW U3 KaTeropuid 3HAYUMOCTH JubO 00
OTCYTCTBUH HEOOXOJUMOCTH TPHUCBOEHUs €My OJHOM W3 TaKWUX Kareropui, ¢eepaabHbIH OpraH
HCIIOJTHUTELHON BJIACTH, YIOJHOMOYEHHBIH B oOJyacTh obecriedeHUs 6E30TAaCHOCTH KPUTHYECKOU
nadopmanuoHHON WHGpAcTpyKTYphl Poccuiickoii ®@eflepani, B JAeCATUAHEBHBIH CpPOK €O JHA
MIOCTYIJIEHUS TIPEZCTABJIEHHBIX CBEEHUH BO3BpAIaeT UX B MUCHbMEHHOM BUJlE CYOBEKTY KPUTHUUECKOH
MHGOPMAIUOHHON HHOPACTPYKTYPHI ¢ MOTUBHUPOBAHHBIM 0OOCHOBAHUEM IIPHINH BO3BpATA.

9. CyObeKT KpuTHUeckol WHGOPMAIMOHHON WHEOPACTPYKTYPhI MOCJE IOJIyUYeHHs MOTHBHPOBAHHOTO
000CHOBAaHUS IPUYHH BO3BpAaTa CBeJEHUM, YKa3aHHBIX B YACTU 5 HACTOSAIIEH cTaThu, He OoJjiee ueM B
JIeCATUTHEBHBIN CPOK yCTpaHSAET OTMEUEHHbIE HEJIOCTAaTKU U MOBTOPHO HAIIPaBJIsAeT TaKWe CBEJEHUSA B
(denepasbHBIE OpraH WCIOJHUTEJIBHOM BJIACTH, YIOJHOMOYEHHBIH B obsjactu obecreueHUs
6e30macHOCTH KPUTHUECKOH HH(POPMAaOHHOU HHPPACTPYKTYpHI Poccutickoii ®enepanuu.

10. CBezeHus 00 OTCYTCTBHH HEOOXOIMMOCTU IPUCBOEHUS OOBEKTY KPUTHYECKOH HH(POPMANVOHHOU
MHGPACTPYKTYPHI OJTHOH M3 KAaTErOpui 3HAUMMOCTHU IIOCJ/Ie UX IPOBEPKU HATIPABJIAIOTCA (efiepabHbIM
OpraHOM UCIIOJIHUTEJbHOW BJIACTH, YIIOJHOMOYEHHBIM B o0OsiacTu obecrieueHuss 6e30MacHOCTH
KpuTHdeckol wuHopMannoHHON HHOpacTpykTypbl Poccuiickoii ®enepaiuy, B TOCyZapCTBEHHYIO
cucTeMy OOHApy:KeHHs, TpeAyNpPeKIeHUsT W JIUKBUJAIMHU TOCTEICTBUH KOMIBIOTEPHBIX aTak Ha
nHdopMauoHHble pecypcbl Poccuiickoit Penepanum, o 4eM B JECATUAHEBHBIA CPOK yBEIOMJIAETCS
CyObeKT KpUTHYEeCKOU NHGOPMAITMOHHON HHOPACTPYKTYPHI.
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11. B cirygae HenpezicTaBieHUA CyOBEKTOM KPUTHUECKOH NHGOPMAIIMOHHON HHMPACTPYKTY Pl CBEJEHUH,
VKa3aHHBIX B YaCTH 5 HACTOANIEW CTaTbu, (QeZepayibHbIil OpraH WCIIOJIHUTEIBHONU BJIACTH,
VIIOJTHOMOYEHHBIH B  oOslacTd  obecrieueHuss 0O€30MMACHOCTH KPUTHYECKOW WHGOPMAIMOHHOU
nHGpacTpyKTypsl Poccuiickoit ®enepanuu, HampaBiseT B afpec YKa3aHHOTO cyObhekTa TpeboBaHUE O
HeoOXOMMOCTH COOJIIOIEHNSA OJI0XKEHNH HACTOSIIEH CTaThH.

12. Kareropus 3HaYMMOCTH, K KOTOPOU OTHECEH 3HAUMMBIH OOBEKT KPUTHYECKOH HH(MOPMAIHMOHHON
UHOPACTPYKTYpPHI, MOKET OBITh W3MEHEHa B IMOPAAKE, IPEIyCMOTPEHHOM JJIf KAaTerOpUpOBAHUSA, B
CIIEAYIONTUX CITydasax:

1) IO MOTHBHPOBAHHOMY PellleHUI0 (e/IlepasbHOr0 OpraHa UCIIOJTHUTEIBHOM BIACTH, YIOJIHOMOYEHHOTO
B obsacTu oGecrieueHrsi 6€30MACHOCTH KPUTHUYECKOH MH(OPMANMOHHONW WHGPACTPYKTYphl Poccniickoi
denepanyy, NPUHATOMY IO pe3yJbTaTaM IIPOBEPKH, IIPOBENEHHOM B paMKaX OCYIIEeCTBJIEHUS
roCyZIJapCTBEHHOTO KOHTPOJIS B 00s1acTH 00ecrieueHrsi 6€30aCHOCTH 3HAUYUMbBIX 00HEKTOB KPUTHUIECKOU
“HOOPMAITMOHHON UHQPPACTPYKTYPHI;

2) B CJlyyae M3MEHEHUsS 3HAYNMOIO OOBEKTa KPUTHUYECKOH WHGOPMAIIMOHHOW HHGPACTPYKTYPhI, B
pe3yJpTaTe KOTOPOTO TaKOH OOBEKT IepecTasl COOTBETCTBOBATh KPUTEPUAM 3HAUYUMOCTH U ITOKA3ATEIISAM
VX 3HAYEHUI, HA OCHOBAaHUU KOTOPBIX €My ObLiIa IIPUCBOEHA OIIpe/ieJIEHHAsL KATETrOPHs 3HAYNMOCTH

3) B CBS3W C JIMKBHUJAIlMEH, peopraHusamueil CcyObeKTa KpPUTUUEeCKOH uHGOPMAIHMOHHON
UHOPACTPYKTYPHI U (M) U3MEHEHHEM €r0 OPraHU3aIMOHHO-TIPABOBOUN (OPMBI, B pe3yJIbTaTe KOTOPBIX
ObLUTH W3MeHeHbl JIMOO yTpadueHbl NPU3HAKK CYOBEKTa KPUTHYECKOH  WH(OPMAIMOHHOMN

UHOPACTPYKTYPHI.

CtaTtbA 8. PeecTp 3HaUMMbIX 06 BLEKTOB KPUTUYECKOM MHDOPMaLIMOHHOWN MH(PaACTPYKTYpPbI

1. B mesisax yuera 3HaUNMBIX 0OBEKTOB KPUTHYECKOH HHDOPMANIMOHHON NHMPACTPYKTYPHI QeiepaTbHBIHN
OpTaH UCIOJTHUTEIPHOU BJIACTH, YIIOJTHOMOYEHHBIN B 00J1acTH oOecrieueHus: 6€30IIaCHOCTH KPUTHUECKOU
nHGOPMAIMOHHON wuHpacTpyKTypsl Poccuiickoii ®enepanuiu, BeeT peecTp 3HAUYUMBIX OOBEKTOB
KpUTHYeCKOH MH(POPMaINOHHON MHQMPACTPYKTYPHl B YCTAHOBJIEHHOM WM HoOpsake. B maHHBIN peecTp
BHOCSTCS CJIEAYIOIIEe CBeJIeHUA:

1) HAaMEHOBaHUE 3HAYMMOT'0 00BEKTA KPUTHIECKON HHGPOPMAITMOHHON HH(PPACTPYKTYPHI;
2) HauMeHOBaHUe CyOheKTa KPUTHUECKOH HHDOPMAITMOHHOM HHPPACTPYKTYPHI;

3) CBeZleHUs O B3aMMO/IEHCTBUY 3HAUMMOTO 00hEKTa KPUTHUECKOH MHDOPMAIIMOHHOM HHPACTPYKTYPHI
U ceTel 5JIEKTPOCBA3H;

4) CBeleHUs O JIMIE, SKCIUIyaTHPYIOIIEM 3HAYUMBIH OOBEKT KPUTHYECKOH WH(MOPMAIMOHHON
HHQpPACTPYKTYPBI;

5) KaTeropusa 3Ha4YMMOCTH, KOTOpad IIPpUCBO€HA 3HAYUMOMY 06’LeKTy KpHTH‘-IeCKOfI PIHCI)OpMaHPIOHHOfI
HHQPACTPYKTYPBI;

6) cBefieHHsI O MPOTPAMMHBIX M IPOTPAaMMHO-ANIMAPATHBIX CPEZCTBAX, HCIOJIb3YeMbIX Ha 3HAYMMOM
00'beKTE KPUTHYIECKOH NH(POPMAITMOHHOU NH(PPACTPYKTYPHI;

7) Mepbl, HOpHUMeHseMble i obecnedyeHuss OE30MACHOCTH 3HAYMMOTO O0BEKTA KPUTHYECKOU
“HOOPMAITUOHHON UHPPACTPYKTYPHI.

2. CBezeHus mu3 peecTpa 3HAYNMBIX OOBEKTOB KPUTHUYECKONH WHGOPMAIMOHHON WHQMPACTPYKTYPHI
HANPaBJIAIOTCA B TOCYAAPCTBEHHYIO cHUCTeMy OOHapyKeHHA, HpeAylpexkJAeHus ¢ JIMKBUAAINU
IocjIeICTBUI KOMIIBIOTEPHBIX aTak Ha nHGOpMauoHHble pecypcebl Poccutickoit Pepeparium.

3. B ciryuae yrpaThl 3HAUUMBIM 0O'EKTOM KPUTHUECKOH MHGOPMAIIMOHHON HHPPACTPYKTYPHI KaTETOPHUH
3HAUMMOCTH OH HCKJouaeTcsd ¢efiepajbHBIM OpraHOM HCIIOJIHUTEJIBHON BJIACTH, YIIOJHOMOUYEHHBIM B
obsyacTu obecrieueHus 6e30MACHOCTH KPUTHUECKOUW HH(POPMAIMOHHON UHQPACTPYKTYphl Poccuiickoit
denepanyu, U3 peecTpa 3HAUUMBIX 00BEKTOB KPUTUUECKOH HH(POPMAITMOHHOM NHGPACTPYKTYPHI.

Crtartbs 9. NpaBa n 06513aHHOCTN CYyGHLEKTOB KpUTUYECKOW MH(OPMaLMOHHON NH(PaCTPYKTYpbI
1. CyO'beKThI KpUTHUECKOU HHPOPMAITMOHHON NHGPACTPYKTYPHI UMEIOT IIPABoO:
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1) mosydath OT (peflepajIbHOTO OpraHa WCIIOJTHUTEJBHON BJIACTH, YIOJIHOMOYEHHOTO B 00JacTH
obecnieueHnss 06e30MAaCHOCTH  KPUTHYECKOH WHOOPMAIMOHHON WHGPACTPYKTYphl  Poccuiickoit
Denepannu, uHOpMAIUIO, HeOOXOAUMYyIO i obecrieueHHs O€30MAaCHOCTH 3HAYMMBIX OOBEKTOB
KPUTHYECKOH HH(POPMAIMOHHON WHQPACTPYKTYpPhI, MPUHAJJIEKAIIUX UM Ha IIpaBe COOCTBEHHOCTH,
apeHZbl WIN WHOM 3aKOHHOM OCHOBAaHHH, B TOM 4ucjie 00 yrposax GesomacHocTu o6pabaThiBaeMoi
TakuMu oObeKTaMu HHGOpMAIMU U YA3BHMOCTH IIPOTPAMMHOrO ofecriedueHusi, 0OOpyZOBaHUA U
TEXHOJIOTUH, UCIIOJIb3YEMBIX Ha TAKIUX 00'bEKTAX;

2) B MOpAZIKE, YCTAHOBJIEHHOM (e/IepasIbHBIM OPraHOM KCIIOJIHUTEJIBHOU BJIACTH, YIIOJTHOMOYEHHBIM B
obsactu obecrieueHus GYHKIIMOHUPOBAHUS FOCYJAPCTBEHHOM CUCTEMBI OOHAPYKEHUsI, TPEAYITPEKIeHU
U JIMKBUJAIUM TOCJIEJCTBUA KOMITBPIOTEDHBIX aTak Ha WHQOpMAaIMOHHBIE pecypchl Poccuiickoi
denepaniy, MOJIyYaTh OT YKA3aHHOTO OpraHa WHGOPMAIHUI0 O CPEJICTBaX M Crocobax IMPOBEAEHMU
KOMITBIOTEPHBIX aTaK, a TAKKE O METO/IAX UX MPeAYyIPEKIeHIUA U 00HAPYKEHUT;

3) IpU HaIMYUU comiacus ¢eepalIbHOTO OPraHa HCIOJHUTEIbHON BJIACTH, YIOJIHOMOYEHHBIM B
obsactu obecrieueHust GyHKIIMOHUPOBAHUS FOCYAaPCTBEHHOM CUCTEMBI OOHAPYKEHUS, IPEYIPEKACHUS
U JIMKBUJIAIIUM TIOCJIEJICTBUA KOMITBIOTEPHBIX aTak Ha WHQOpMaIMOHHbIE pecypchl Poccuiickoi
denepanyiy, 3a CBOH CueT IpUOOpeTaTh, apeH/I0BaTh, YCTAHABJIMBATH U OOCIYKUBATh CPEJCTBA,
mpeAHA3HAYEHHbIE /11 OOHAPY)KEeHUsA, PeAYIPEXIeHUA U JUKBUAAIUN TTOCTIEICTBUA KOMIBIOTEPHBIX
aTak ¥ pearupoBaHUs HAa KOMITBIOTEPHbIE UHIIU/IEHTHI;

4) pa3pabaThIBaTh U OCYIIECTBIISTh MEPOIPHUATHA IO 00ecIedeHHn0 6€30IIaCHOCTH 3HAYMMOTO 0OBbeKTa
KPUTHYECKOU HH(POPMAIIMOHHON HHPPACTPYKTYPHI.

2. CyO'beKThI KpUTHYIECKOH NH(GOPMAITMOHHOU HH(PPACTPYKTYPhI 00S3aHBI:

1) He3aMeJINTEeNIbHO WH(POPMHUPOBATh O KOMIBIOTEPHBIX HHIMAEHTaX (eJepasbHbIil  OpraH
WCIIOJTHUTEJLHOH  BJIACTH, YIIOJTHOMOYEHHBIH B  obsacté  obecneueHus (PYHKIHOHUPOBAHUSA
TOCYIAapCTBEHHOH  CHCTeMbl OOHADYKEHWs, NPEeAyNpeXJeHUs] W JIUKBUJALMU  TOCJIEeICTBUH
KOMITPIOTEPHBIX aTaKk Ha WH(GOPMAIMOHHBIE pecypchl Poccuiickor ®eneparuu, a Takxke [[eHTpaIbHBIA
O0ank Poccuiickori ®enmepanuu (B ciydae, ecad CyOBEKT KPUTUYECKOH HH(POPMaNHOHHON
MHGPACTPYKTYPHI OCYIIECTBJISET AESITETHHOCTh B OAHKOBCKOHN cdepe U B MHBIX cepax (UHAHCOBOTO
PBIHKA) B YCTAaHOBJIEHHOM YKa3aHHBIM (eZepaIbHbIM OPTraHOM HCIOJHHUTEJIBHOHM BJIACTH HOpsnKe (B
OaHKOBcKOU cdepe U B MHBIX chepax HUHAHCOBOTO PHIHKA YKA3aHHBIM MOPSAOK YCTAHABJIMBAETCS II0
corsacoBanuio ¢ [leHTpanapHbiM OaHKoM Poccuiickoii ®enepaiiin);

2) OKa3bIBaTh COAEHMCTBHE OLKHOCTHBIM JIHIAM (peiepasibHOTO OpraHa HCIOJHUTEBHOU BJIACTH,
VIOJIHOMOUEHHOTO B objactu obOecrieueHuss (PYHKIMOHUPOBAHUS TOCYAapPCTBEHHOU CHCTEMBI
oOHapy>eHUs, TMpeAyUPEeXAeHUs U JUKBUZAIMM IOCJIEACTBUI  KOMIIBIOTEDHBIX aTak Ha
nHbOpMaIOHHbIe pecypchl Poccutickoi Oeneparuu, B 00HAPYKEHUU, TPEAYTIPEKIEHUN U TUKBUJAIITHI
MOC/IEACTBUN KOMIIBIOTEPHBIX aTaK, YCTAHOBJIEHUHN MPUYUH U YCJIOBUH BO3HUKHOBEHHSA KOMIIBIOTEPHBIX
HWHIIUJIEHTOB;

3) B CJyyae YCTAaHOBKH HA OO0BEKTaX KPUTHYECKOU HWHGOPMAIIMOHHOH WHQPACTPYKTYphl CPECTB,
MpeHa3HAYEHHBIX VI 00HAPY:KEeHHUs, PEAYIPEKASHUA U JINKBUAAINY TIOCJIEACTBUN KOMITBIOTEPHBIX
aTak ¥ pearupoBaHUs Ha KOMIIBIOTEPHbIE WHITUJEHTHI, OOECIeUrBaTh BBIMIOJHEHNE TOPSAKA,
TEXHUYECKUX YCIOBUN YCTAHOBKY U SKCIUIyaTAllU TAKUX CPEZCTB, UX COXPAHHOCTD.

3. CyObeKkThl KPpUTHUYECKON WH(POPMAITMOHHON HH(PACTPYKTYphl, KOTOPHIM Ha IpaBe COOCTBEHHOCTH,
apeHZpl MWINM HMHOM 3aKOHHOM OCHOBAaHHMH ITIPUHAJJIEKAT 3HAUYUMBbIE OOBEKTH KPUTHUECKOU
nHOPMAITUOHHON WHQPACTPYKTYphl, HaApsAAy C BBIIOJHEHUEM O0A3aHHOCTEH, IPEIYCMOTPEHHBIX
YaCThIO 2 HACTOAIIEN CTAThU, TAKIKE 00sA3aHbI:

1) cobsomath TpeboBaHUS 1O oObecleueHH0 0e30MMaCHOCTH 3HAUYUMbBIX OOBEKTOB KPHUTHUECKOH
nHdopMaMoHHON HWHQPACTPYKTYphl, YCTaHOBJIEHHBbIE ¢defepasibHBIM OpraHOM HCIOJHUTEIBHOU
BJIACTY, YIOJIHOMOYEHHBIM B oOJyiacTu obecrmedeHus 6€30MACHOCTH KPUTHUYECKON WHGOPMAIMOHHOMN
uadpacTpykTypsl Poccuiickoit ®eneparuu;

2) BBINOJHATH TNPEANUCAHUSA JOJKHOCTHBIX JIHI (eJepabHOTO OpraHa WCIOJHUTEIbHON BJIACTH,
VIIOJTHOMOYEHHOTO B obOyact  obecriedeHHsA 0€30MACHOCTH KPUTHYECKOH HHGOPMAIMOHHOMN
nHbpacTpykTypsl Poccuiickoii ®ezeparnuu, 00 yCTpaHEHHH HApyUIeHWH B YacTH COOJIIOAEHUs
TpeboBaHUI TIO0 OOecreueHn0 6e30MacHOCTH 3HAYMMOr0 OOBeKTa KPUTHYECKOW WHOOPMAIMOHHOMH
MHGPACTPYKTYPHI, BBIIAHHBIE STUMHU JIUIIAMHU B COOTBETCTBUH CO CBOEH KOMIIETEHITHEN;
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3) pearupoBaTh Ha KOMIIBIOTEDHBIE WHIUJEHTHl B IOPSAJKE, YTBEPKAEHHOM (efepaabHbIM OPraHOM
WCIIOJIHUTEIPHOM  BJIACTH, YIOJHOMOYEHHBIM B obsyactu obecneueHuss (GYHKIIMOHUPOBAHUSI
TrOCyZJapCTBEHHOW CHCTEMBI OOHApYKE€HHs, NpeAyIpeXJeHUus ¢ JIMKBUJANHUU  IOCIEJCTBHHI
KOMITBIOTEPHBIX aTak Ha HWH@opManumoHHble pecypchl Poccuiickoit enepariuy, MPpUHAMATD MePHI IO
JINKBU/IAIINN TIOCJIEJICTBUN KOMIBIOTEPHBIX aTaK, IPOBEJEHHBIX B OTHOIIEHUU 3HAUYUMBIX OOBEKTOB
KPUTHUYECKOU HH(POPpMaIMOHHON NHGPACTPYKTYPHI;

4) obecieunBaTh OECHPEIMATCTBEHHBIM JIOCTYH JIOJDKHOCTHBIM JdmaM  (efepaabHOrO OpraHa
HCIIOJTHUTEJILHON BJIACTH, YIIOJTHOMOYEHHOTO B o0OsiacTé obecrieueHHs 6e30MAaCHOCTH KPUTHYECKOU
nHGOPMAIMOHHON HHpacTpyKTyphl Poccuiickoit ®enmepanuu, kK 3HAYUMBIM OOBEKTaM KPUTHUYECKOH
MHGOPMAIMOHHON NHQPACTPYKTYPHI IIPX peaTu3anuil 3TUMHU JINIAMU IT0OJTHOMOYUHY, ITPeAyCMOTPEHHBIX
cTaTbelt 13 Hacrosniero PerepaabHOTO 3aKOHA.

CraTtbsa 10. Cuctema 6e30nacHOCTU 3HAYUMOro 06 bEeKTa KPUTUYECKON MHPOPMALMOHHOMN
MH(pPaCTPYKTYpbI

1. B memsax obecrieueHus 0e30MaCHOCTH 3HAYMMOTO OOBEKTAa KPUTHYECKOW WHOOPMAIMOHHON
MHOPACTPYKTYPHl CYOBEKT KpUTHUYECKOW HWHGOPMAIMOHHON WHQPACTPYKTYphl B COOTBETCTBHH C
TpeOOBAaHUAMH K CO3IAHUI0 CHUCTEM 0e30IacHOCTH TaKuX OOBEKTOB U O0ECIeUueHHI0 UuX
(yHKIIMOHMPOBAaHUSA,  YTBEPXKIEHHBIMH  (deJlepalIbHBIM  OPraHOM  HCIIOJIHUTEJIBHOH  BJIACTH,
VIOJIHOMOUEHHBIM B o0Osiactu obecrieueHHss 0€30MAaCHOCTH KPUTHYECKOH HH(POPMAITMOHHOM
uHOpacTpykTypbl Poccuiickoii ®enepanuy, co3maeT cUCTeEMy O€30MACHOCTH TaKOro oO0BeKTa u
obecnieunBaeT ee GyHKIIMOHUPOBAHUE.

2. OCHOBHBIMH 33JJa4aMH CHCTEMBI OE30ITACHOCTH 3HAYUMOTr0 0O'bEKTa KPUTHUYECKOU WH(HOPMAIIHOHHOU
UHQPACTPYKTYPHI ABJISIOTCA:

1) IpeAOTBpallleHUe HEeMPaBOMEPHOIO IOCTyIa K HHGopMaIuu, o6pabaTbiBaeMON 3HAUUMBIM 00HEKTOM
KpUTHYeCKOHM wuH@OpManNMOHHON HWHGPACTPYKTyphl, VHUUTOXKEHUS Takod wuHoOpManuu, ee
MOANGDUITIPOBaHUs, OJIOKMPOBAHUSA, KOMHUPOBAHUs, IPEOCTABJIEHUS U PACHPOCTPAHEHUs, a TaKiKe
WHBIX HEITPABOMEPHBIX JIEHCTBHUH B OTHOIIIEHUH TAKOH WH(MOPMAIIUH;

2) HeNOIyIleHWEe BO3JEHCTBUSA HAa TEXHUYECKHE cpecTBa 00paboTKku wWH(OpMaNud, B pe3yJIbTaTe
KOTOPOTO MOJKeT OBbITh HapylmieHo W (W) mpekpameHo (GYHKIIMOHUPOBAHUE 3HAUYMMOIO OOBEKTa
KpPUTHUYECKOH nH(pOpMaIMOHHON NHGPACTPYKTYPHI;

3) BoccTaHOBJIeHHE (YHKITMOHUPOBAHUS 3HAYMMOTO OOBEKTa KPUTHUYECKOH WHOOPMAIMOHHOMN
UHOPACTPYKTYphI, 00eCIIeunBaeMOro B TOM UKCJIE 3a CUET CO3JAHUSI M XPaHEHUS PEe3ePBHBIX KOMUH
HEOOXOIMMOM JIJIs1 TOTO MHMOPMAIUH;

4) HempepbhIBHOE B3aWMOJIEHCTBUE C TOCYJADCTBEHHON CHCTEMOUN OOHApYy:KeHUs, MPEeayHpeRIeHus U
JINKBUJAIIIN TIOCTIEACTBUI KOMIIBIOTEDHBIX aTaK Ha WHQOpPMAIMOHHBIE pecypchl Poccuiickon
Oeneparuu.

Crtatbsa 11. Tpe6oBaHuA No obecneyeHno 6€30NaCHOCTU 3HAYMMbIX 06 BLEKTOB KPUTUYECKOWN
mHcopMaLMOHHOM UHPACTPYKTYPbI

1. TpeboBanus mo obecrmeyeHU0 GE30TACHOCTH 3HAUYUMBIX OOBEKTOB KPUTUUECKON HH(POPMAIMOHHON
WHOPACTPYKTYPBl,  yCTaHABJIUBaeMble  (deNepaJbHbBIM  OpPraHOM  HCIOJIHUTEJIBHOW  BJIACTH,
VIOJIHOMOYEHHBIM B obOsactu obecnedeHuss 06€30MACHOCTH KPUTHYECKOH WHOOPMAIMOHHOU
uadpacTpykTypbl Poccuiickoit ®eneparnuu, aud@epeHIupyoTca B 3aBUCUMOCTH OT KaTeropuu
3HAYNMOCTH OOBEKTOB KPUTHUYECKOH HH(POPMANVOHHOM WHGPACTPYKTYPHl M 3TUMH TPEOOBAHHUAMU
[IpeAyCMATPUBAIOTC:

1) IUTAaHUPOBaHUE, Pa3pabOTKa, COBEPIIEHCTBOBAHUE U OCYIECTBJIEHHE BHEIPEHUS MEDOIPHUATHH IO
obecrnieueHnI0 6€30MaCHOCTH 3HAYNMBIX 00 BEKTOB KPUTUUECKON MHDOPMAIIMOHHON HHPPACTPYKTYPHI;

2) MpUHATHE OPraHU3AIMOHHBIX U TEXHUYECKHX Mep A obecredeHUss 0G€30IIACHOCTH 3HAYHMMBIX
00'bEKTOB KPUTHIECKON MHGOPMAITMOHHONU HH(MPACTPYKTYPHI;

3) YCTaHOBJICHHE IMAapaMETPOB U XapPaKTEPHUCTHUK IIPOTPAMMHBIX W IIPpOrpaMMHO-aIlllapaTHBIX CPEACTB,
IPpUMEHAEMbBIX JJI obecrieueHus 6e30IIaCHOCTH 3HAYMMBIX OOBEKTOB KpI/ITI/I‘IeCKOﬁ PIH(I)OpMaIIPIOHHOfI

nHGPACTPYKTYPHI.
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2. TocymapcTBeHHBIe OpraHbl M pOCCUICKHME IOPUANYECKHEe JINIA, BBINOJHANINE (GYHKIUU II0
pa3paboTke, NPOBEAEHUIO WIN peaju3alyi TOCYAAPCTBEHHOW WOJHUTHKA U (WIM) HOPMATHBHO-
[IPAaBOBOMY PeryJIMPOBAHUIO B YCTAHOBJIEHHOU cdepe JesATeIbHOCTH, 110 COTJIACOBAHUIO ¢ (e/iepabHBIM
OpraHOM UCIOJIHUTEJBHOM BJIACTH, YIIOJTHOMOYEHHBIM B obOyiactu obecreyeHus 6e30mMacHOCTH
KpuTHdeckol nHbOpManuoHHON HHOpacTpykTypbl Poccuiickoit ®enepanuy, MOTyT YCTaHABIUBATH
JIOTIOJTHUTEJIPHBIE TPeOOBaHUA MO OOecredeHUr0 Oe30MMaCHOCTH 3HAYMMBIX OOBEKTOB KPUTUUECKOU
MHGOPMAIUOHHON HH(PPACTPYKTYPHI, ColepKaIe 0COOEHHOCTH (PYHKIITMOHIUPOBAHUSA TAKIX O0OHEKTOB B
YCTaHOBJIEHHOU cdepe IeATETbHOCTH.

CratbAa 12. OueHka 6e30MacHOCTUN KPpUTUUYECKON MH(pOPMaLMOHHOMN MHPPACTPYKTYpPbI

1. Omenka 0e30macCHOCTH KPUTHYECKOH WHQPOPMAIMOHHON WHQPACTPYKTYPHl OCYIIECTBIIAETCS
(denepanbHBIM OpPraHOM HCIOJIHUTEIbHOW BJIACTH, VIIOJHOMOYEHHBIM B oOJacTu obecrieueHus
(DYHKIIMOHUPOBAHUS TOCYIJAPCTBEHHOH CHCTEMBl OOHApY)KEHUs, NPEAYIPEXIAEHUS U JINKBUJIAINU
MIOCJIEZICTBUN KOMITBIOTEPHBIX aTak Ha HMH(OpMaNnMoHHBIE pecypchl Poccuiickoil enmepanuu, B MEJAX
IIPOTHO3WPOBAHUS BO3BHUKHOBEHHUS BO3MOXKHBIX yTPO3 0E€30IMACHOCTH KPUTHUYECKOU MH(MOPMAIMOHHOU
MHOQPACTPYKTYPhl W BBIPAOOTKH Mep II0 IOBBIINIEHHIO YCTOHYHUBOCTH ee (YHKIMOHUPOBAHUS IIPU
MIPOBE/ICHUY B OTHOIIIEHUH €€ KOMIBIOTEPHBIX aTaK.

2. Ilpu oOCyIIeCTBJIEHUHN OILEHKH 0e30MacHOCTH KPUTHYECKOH WHOOPMAIMOHHOH HHOPACTPYKTYPHI
IIPOBOJUTCS aHAJIN3:

1) [JaHHBIX, IOJyYaeMbIX IIpU WCIIOJb30BAHUU CPEJICTB, IPEJHA3HAUEHHBIX [IJI OOHApYKeHUS,
IpeAyNpeXIeHusI W JUKBUJAIIUM IIOCJIEJICTBUN KOMIIBIOTEDHBIX arTak ¢ pearupoBaHUA Ha
KOMIIBIOTEpDHBIE HWHIIUJIEHTHl, B TOM 4HciIe WHQOPMAUMU O HAJIUYUM B CETAX 3JIEKTPOCBA3H,
WCIIOJIB3YEeMBIX JIJISI OPTraHW3aIlMU B3aMMOJIEUCTBUS OOBEKTOB KPUTHYECKOH WHGMOPMAIMOHHOMN
MHQPACTPYKTYPHI, IPU3HAKOB KOMITBIOTEPHBIX aTaK;

2) mHGOPMAIUH, MIPEICTABIAEMON CYOhEKTaMU KPUTHYECKON MH(OPMAIMOHHON WHQOPACTPYKTYPHI U
(enepasbHBIM OpPraHOM HCIIOJIHUTEJIBHON BJIACTH, YIIOJHOMOYEHHBIM B oOJyactu obecredeHus
06e30macHOCTH  KPUTHUYECKOH wHOOpManuoHHOW uHQpPacTpykKTypsl Poccutickoti ®enmepanum, B
COOTBETCTBUM C IlepeyHeM WHGOpPMAIWN ¥ B IOPAJKE, ONpenesieMbIMU (eZepaIbHBIM OpraHOM
HCIIOJIHUTETPHOU  BJIACTH, VIIOJIHOMOYEHHBIM B obsactu of0ecrieyeHus: (QYHKIIMOHUPOBAHUA
TOCYIapCTBEHHOH CHCTeMbl OOHADYXKEHWs, TMPEeAyNpe:KIeHus W JIMKBUJAIMH  TOCJECTBUI
KOMITBIOTEPHBIX aTak Ha HH@OpManvoHHBIe pecypcbl Poccuiickoit ®enepanuu, a Takke WHBIMH He
ABJIAIONIUMHUCA CyOBEKTAMH KDUTHYECKOW HH(POPMAIMOHHOM HHQPACTPYKTYpHl OpraHaMu U
OpraHu3anusaMU, B TOM YHCJIe UTHOCTPAHHBIMU U MEK/IyHAPOJAHBIMU;

3) CBeJleHUi, MPEACTaBIsIEMbIX B TOCYAAPCTBEHHYIO CHUCTEMY OOHApYKEHUs, WPeayNpexIeHus U
JIMKBUJIAIINHU TIOC/IEACTBUN KOMIIBIOTEPHBIX aTak Ha MHGOPMAIMOHHBIE pecypchl Poccutickoil Penepanu
II0 UTOTaM IIPOBEJIEHUS TOCYZJAPCTBEHHOTO KOHTPOJIA B 00sacTu obecrieueHns 6€30IacHOCTH 3HAYUMBIX
00BEKTOB KPUTHYECKOU WHOOPMAIIMOHHON WHQGPACTPYKTYPhl, O HapylleHuu TpebOBaHUU IO
obecrieueHnI0 6e30IIaCHOCTH 3HAUUMBIX 00BEKTOB KPUTHUECKOH MHGPOPMAIMOHHON UHGPACTPYKTYPHI, B
pe3yJIpTaTe KOTOPOTO CO3JAI0TCS IPEIIOCHLIKY BO3HUKHOBEHNS KOMIIBIOTEDHBIX UHIT/IEHTOB;

4) wHOH wHpOpPMANMHK, TOJyJaeMOH (eZiepasibHbIM OpPraHOM  HWCIOJHUTEJBHON  BJIACTH,
VIOJIHOMOUYEHHBIM B o0Oyiactu  obecriedeHUs (DYHKIIMOHMPOBAHUS TOCYapCTBEHHOH  CUCTEMBI
oOHapyKeHWs, TpeAyIpPeXKAeHUs ¢ JIUKBUJAIMM  MOCJEACTBUH  KOMIIBIOTEDHBIX aTak Ha
uHdopMaIuoHHbIe pecypchl Poccuiickoii ®enepanyiu, B COOTBETCTBUU € 3aKOHOAATEIBCTBOM Poccriickoit
Oeneparuu.

3. [71a peanuzanuu NoJIOKeHUU, IPeIyCMOTPEeHHBIX YacTAMU 1 U 2 HacTodAllel craTbd, dellepaybHbIN
OpraH HCIOJIHUTEJIbHON BJIACTH, YIIOJTHOMOYEHHBIH B obsjactu obecredeHus (PyHKIIMOHUPOBAHUSI
rOCyZJapCTBEHHON  CHCTEMBI OOHApYKeHHs, NpeAynpeXJeHus ¢ JIMKBUJAUHUU  IOCIEICTBUHI
KOMIIBIOTEPHBIX aTak Ha MHMOpMaIoHHbIe pecypcbl Poccuiickoli @esiepaniuiy, opraHu3yeT YCTAaHOBKY B
CETAX DJIEKTPOCBA3HM, HCIOJIb3YEMbBIX JJjI OPraHU3aIUM B3aUMOJAEHCTBUS OOBEKTOB KPUTHUECKOU
uadopManuoHHON MHGPACTPYKTYPBl, CpPEeACTB, IpeAHAa3HAYEHHBIX [l IIOMCKAa IIPU3HAKOB
KOMIIBIOTEPHBIX aTaK B TAKUX CETAX DJIEKTPOCBA3U.

4. B mensax pa3paboTKu Mep II0 COBEPIIEHCTBOBAHUIO 0E30MACHOCTH KPUTHUECKOU WHGMOPMAIMOHHOMN
UHGPACTPYKTYPhl (efepaibHbI OpPraH HCIOJHUTENBHOH BJIACTH, VIIOJHOMOYEHHBIH B 006J1acTH
obecrieueHnss (QYHKIIMOHUPOBAHUA TOCYJAPCTBEHHOW CHCTEMBI OOHApYKEHHs, MPEAYNPEXRIEHUA WU
JIMKBUJIAIIUKA TIOCJEJACTBUA KOMITBPIOTEPHBIX aTak Ha WHGOPMAIMOHHBIE pecypchl Poccuiickou
denepariy, HaNpaBJIsAeT B ¢e/iepaIbHBIN OpraH UCIOJHUTEIbHOU BJIACTH, YIIOJTHOMOYEHHBIH B 00J1aCTH
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obecrieueHnss 0€30MACHOCTH  KPUTHYECKONW WH@OpMAIMOHHON HWHQPACTPYKTYphl  Poccuiickoit
denepanyi, pe3yJsIbTaThl OCYIIECTBJIEHUs OIEHKH O€30MacHOCTH KPUTHYECKOH WH(MOPMaIMOHHON

UHQPACTPYKTYPHI.

CrtaTtbsa 13. locyaapcTBEHHbIN KOHTPONb B 06nacTu obecneyeHnsi 6e30nMacHOCTM 3HAYMMBbIX
00BLEeKTOB KpUTUYECKOW MH(PpOPMaLIMOHHON NHhDPaCTPYKTYpPbI

1. TocynmapcTBeHHBII KOHTpPOJIb B o0OsiacTH obOecriedeHUs1 0€30MACHOCTH 3HAUYMMBIX OOBEKTOB
KPUTHYECKOH WHQOPMAITMOHHON WHQPACTPYKTYphl IIPOBOJIUTCA B IEJISIX IIPOBEPKH COOJIIOJIEHUS
cyObeKTaMU KPUTHUUYECKOH HH(POPMAIMOHHOM WHGPACTPYKTYPHI, KOTOPBIM Ha IpaBe COOCTBEHHOCTH,
apeHZipl WIM HMHOM 3aKOHHOM OCHOBAaHWHM IIPUHAJJIEKaT 3HAUYUMble OOBEKTHl KPUTUYECKOH
MHGOPMAIOHHON HHQPACTPYKTYPHI, TPeOOBaHUI, yCTAHOBIEHHBIX HACTOAIUM DeiepabHbIM 3aKOHOM
U TPUHATBIMH B COOTBETCTBUM € HHUM HODMATHBHBIMU IIPAaBOBBIMH AaKTaMH. YKa3aHHBIN
TOCY/IapCTBEHHBI  KOHTPOJIb  IIPOBOJUTCSA  IIyTeM  OCYIIEeCTBIeHHs  (eJlepalbHbBIM  OpraHOM
WCIIOJTHUTETPHOU BJIACTH, YIIOJHOMOYEHHBIM B 00OJyiacTé obecredyeHHss 6E30MMaCHOCTH KPUTHUUYECKOH
uadopmaruoHHOH nHPpacTpyKTypsl Poccuiickoit ®enepariuy, IIIaHOBBIX MU BHEIIJIAHOBBIX IIPOBEPOK.

2. OcHoBaHUEM JJIA OCYLIECTBJICHUA IJITAHOBOM IIPOBEPKH ABJIAECTCA UCTEUEHHE TPEX JIET CO THA:

1) BHECEHHUs CBelleHHA 00 00BbeKTe KPUTUUECKOH HWHGOPMAIIMOHHON HWHQPPACTPYKTYPhI B PEECTP
3HAYNMBIX 00BEKTOB KPUTHUECKON HHOOPMAIIIOHHONW HHPPACTPYKTYPHI;

2) OKOHYAHWA OCYIIECTBJIECHHUA IMOCTIEAHEH IIJIAHOBOM IPOBEPKH B OTHOIIEHWH 3HAYMMOIO OOBEKTa
KPUTHYECKON MHHOPMAIMOHHOU WH(PPACTPYKTYPHI.

3. OcHoBaHuEM JJI OCYIIECTBJICHU A BHEILJIAHOBOM IIPOBEPKU ABJIACTCA:

1) HCTeYeHHe CpPOKA BBIIOJHEHHUS CYOBEKTOM KPUTHUECKOH WHGOPMAIMOHHON WHQMPACTPYKTYPHI
BBIZIAHHOTO  (eZlepaIbHBIM OpPraHOM HCIIOJIHUTEJIBHOH BJIACTH, VIIOJHOMOUYEHHBIM B 00JacTu
obecrieueHuss 0€30MMACHOCTH KPUTHYECKOH HWH(POPMANMOHHOH WHMPACTPYKTYphl  Poccuiickoit
denepanyu, npeanucaHus o6 yCTpaHEHUM BBISABJIEHHOTO HapyIleHUs TPeOOBAaHUN 1O 0OecleueHUIo
6e30I1aCHOCTH 3HAYUMBIX 00BEKTOB KPUTHUECKOU HH(POPMAITMOHHON NH(GPACTPYKTYPHI;

2) BOBHUKHOBEHHE KOMIIBIOTEPHOTO MHITUIEHTA, TIOBJIEKIIIETO HETATUBHBIE MTOCJIEICTBUA, HA 3HAYNMOM
00'beKTE KPUTHIECKOH NH(MOPMAITMOHHOU WH(PPACTPYKTYPHI;

3) mpukas (pacmopskeHue) pyKoBOAWTENA (denepasbHOTO OpraHa HCIOJHUTENbHOW BJIACTH,
VIIOJTHOMOYEHHOTO B oOsiact  obecrieueHusi 6e30TaCHOCTH  KPUTHUUYECKOW WHGOPMAIOHHON
uHOpacTpyKTypbl Poccuiickoii ®emepanuu, WU3AAHHBIM B COOTBETCTBUM € TMOpydeHHeM IIpesueHTa
Poccutickoii ®enepariuu wiu IIpaButenbeTBa Poceuiickoit ®eneparun b0 Ha OCHOBAHUHU TpeGOBaHUA
MIPOKypopa 06 OCyIeCTBIEHNH BHEILJIAHOBOM MPOBEPKH B pAMKaXx ITPOBEAECHUA HA[30pa 32 UCIIOJTHEHUEM
3aKOHOB I10 TIOCTYITHUBIIIMM B OpTaHbI IIPOKYPATypPhbl MaTeEpPHaiaM M 00paIleHUsIM.

4. ITo mToram IJIaHOBOH MJIM BHEIUIAHOBOU NPOBEPKU (deZepaTbHBIM OPraHOM HCIIOJTHUTEIBHOHN BJIACTH,
VIIOJTHOMOUYEHHBIM B oOslacT  obecreueHunsi 6e30MACHOCTH  KPUTHYECKOH HWHGOPMAIMOHHON
uHOpacTpykTypbl Poccuiickort ®efiepanuy, COCTaBISAETCA AKT IIPOBEPKU 110 YTBEPIKAEHHOU YKa3aHHBIM
opranom ¢opMe.

5. Ha ocHOBaHmMM akTa IpPOBEpKHM B CJIydyae BBIABJIEHUSA HapylleHUs TpeDOBAaHUI HACTOSIIETO
®enepasbHOTO 3aKOHA W IPUHATHIX B COOTBETCTBUM C HHUM HOPMATHBHBIX IIPABOBBIX AaKTOB IIO
obecrieueHno 6e30MaCHOCTH 3HAYUMBIX OOBEKTOB KPUTHUYECKOU WHGOPMAIMOHHOU HWHQPPACTPYKTYPHI
(denepasbHBII OpraH WCIOJHUTEJIBHOU BJIACTH, YIOJHOMOYEHHBIH B obsactTu obecnedeHUs
6e30macHOCTH KPUTHUUECKOUW WHGOPMAIMOHHON uHMpacTpykTyphl Poccuiickoii ®Penepanuu, BBIJAET
CyObeKTy KpPUTHUYECKOH WHOOPMAIMOHHONW WHQPACTPYKTYphl MpeAnucanre o006 ycTpaHeHHH
BBISIBJIEHHOT'O HapyIlIeHNs ¢ yKa3aHUeM CPOKOB ero yCTpaHeHHU.

Crtatbs 14. OTBETCTBEHHOCTb 3a HapyLlleHue Tpe6oBaHUN HacTosiwero MenepanbHOro 3aKkoHa u
NMPUHATBIX B COOTBETCTBUM C HAM MHbIX HOPMAaTMBHbIX NPaBOBbIX aKTOB

Hapymenwve Tpe6oBanuii Hacrosero ®exepasbHOro 3aKOHA U MPUHATHIX B COOTBETCTBUU C HUM WHBIX
HOPMATHBHBIX IIPABOBBIX aKTOB BJICYET 3a c000H OTBETCTBEHHOCTh B COOTBETCTBUH C 3aKOHOAaTeJIbCTBOM
Poccuiickoit ®enepanuu.

CraTtbsa 15. BCTynﬂEHMe B CuUny HacTtosulero dJeAepaanoro 3aKoOHa



Hacrosmuit @efiepabHbIl 3aK0H BCTYIIAeT B CHILY € 1 SHBaps 2018 roza.
IIpesunent

Poccutickoit ®enepariun

B.Ilytun

Mocksa, Kpemib

26 uroJs 2017 ToAa
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